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(54) TIME STAMP SERVER SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To make it possible to generate and use 
information which can be used as an evidence proving that computer 
data already existed at a time point in the past, to protect information 
against being leaked by a third party by making a 
writer/sender/addressee, and data of a message confidential, and to 
realize a register function and anthentifi cation service to keep an 
evidence of transmission and receipt of data and message. 
SOLUTION: This time stamp server system is constituted to include an 
identifier of an algorithm used to generate a message digest of data 
and additionally a parameter in subject data of a digital signature in a 
demand message and a reply message. Further, the system is 
constituted to include identification information of data, message digest 
of data, creator of data, and sender/ addressee of an electronic 
message in a demand message and a reply message together with a 
cryptograph, a message digest of a decoding key, a public 
corresponding to a decoding key. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] It is the time stump server system characterized by connecting two or more clients, including 
a parameter in the identifier and addition target of an algorithm which used it for a time stump server 
generating the message digest of data to data transmission of a client at the object data of the digital 
signature in a demand message and an answerback message in the network system which consists of 
the time stump server which offers specific service, and answering a client. 

[Claim 2] Data transmission of a client is received in a time stump server system according to claim 1. 
In the reply message by the time stump server, the message digest of data, The algorithm identifier used 
for generating a message digest, In any one of the parameters at the time of using it for generating a 
message digest, or each combination, Or the above-mentioned information which carried out the code 
and the message digest of the key which decodes a code, The identifier of the algorithm used for 
message digest generation of a key, The identifier of the parameter used for message digest generation 
of a key, and the algorithm used for the code, Any one or each combination of the parameter used for 
the code, Or the message digest of the data which carried out the code, and the key which decodes a 
code, The identifier of the algorithm used for message digest generation of a key, The identifier of the 
parameter used for message digest generation of a key, and the algorithm used for the code, With any 
one of the parameters used for the code, or each combination, Or the data which enciphered the key 
which decodes the above-mentioned code using the public key, said public key, and the algorithm 
identifier of a public-key-encryption algorithm, The parameter of a public-key-encryption algorithm, and 
the identifier of the algorithm used for the code, Or a demand message is received from a client 
including either of each combination, any one of the parameters used for the code — Time information 
and the above-mentioned information included in the demand message from the client, The identifier of 
the algorithm used for digital signature generation including the digital signature to time information and 
the information included in the demand message from the client, Either of the parameters additionally 
used for digital signature generation, or the time stump server system characterized by transmitting 
combination as an answerback message. 

[Claim 3] The time stump server system characterized by transmitting an answerback message to a 
client using the digital signature generation time of day in the answerback message sent to any one and 
the client of the time of day which received the demand message from a client as time information, the 
digital signature generation time of day in the answerback message sent to a client, and the time of day 
which received the demand message from a client in a time stump server system according to claim 1 or 
2. 

[Claim 4] The attached information on the data which came the origin of a message digest into the 
demand message from a client in the time stump server system according to claim 1 or 2, In any one of 
the message digest of attached information, and the enciphered attached information, or each 
combination, The message digest of the key which decodes a code, and the identifier of the algorithm 
used for message digest generation of a key, The identifier of the parameter used for message digest 
generation of a key, and the algorithm used for the code, In any one of the parameters used for the 
code, or each combination, The message digest of the attached information which carried out the code, 
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and the message digest of the key which decodes a code, The identifier of the algorithm used for 
message digest generation of a key, In any one of the parameter used for message digest generation of 
a key, and the parameters used for the code at the identifier and addition target of the algorithm used 
for the code Or the time stump server system characterized by including and transmitting to an 
outgoing message as object information on the digital signature in an answerback message including 
each combination. 

[Claim 5] The time stump server system characterized by performing the effectiveness check of the 
public key certificate with which a server program contains the digital signature to the public key of 
public key encryption, the information containing said public key owner's identifier, and said information 
in a time stump server system according to claim 1 or 2. 

[Claim 6] The time stump server system characterized by using portable data storage media, such as a 
floppy disk, and a magnetic tape, an optical disk, and carrying out the exchange of a server, the demand 
message between clients, and an answerback message in one of time stump servers according to claim 
1 to 5. 

[Claim 7] The time stump server system characterized by proving that the data which became the origin 
of the message digest in a demand message existed before from the time information in an answerback 
message by verifying the digital signature contained in answerback information from a time stump server 
in one of time stump server systems according to claim 1 to 6. 

[Claim 8] The time stump server system characterized by using public key encryption or a secret key 
cryptosystem as a digital signature of an answerback message in one of time stump server systems 
according to claim 1 to 7. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the informational generation and the use which can be 
used as a proof to which computer data already exist and prove things, when computer data, such as a 
file, an electronic message, and a document, are applied to the technique in connection with the 
certification of having existed in a certain time, especially have the past. 
[0002] 

[Description of the Prior Art] As a fundamental concept of time stump service, it is [ : There is Non- 
repudiation. ] ISO/IEC DIS 10181-4.2 Information technology. — Open Systemslnterconnect ion — 
Security frameworks in Open Systems — Part 4 

[0003] The message digest of data or data was contained in the demand message to the time stump 

server shown in this fundamental concept. 

[0004] 
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[Problem(s) to be Solved by the Invention] However, when using a message digest in the above- 
mentioned fundamental concept, neither the information on the algorithm used for generating a message 
digest nor the parameter information in the case of generation is included. For this reason, in case the 
answerback message which is the proof of data existence is verified, although the message digest was 
generated how, it does not understand. 

[0005] Moreover, it was possible to have given false evidence as having existed, when there were data 
which used it on the occasion of proof of a different algorithm from the algorithm which originally 
generated the message digest, forged the message digest, and did not exist in fact. 

[0006] Moreover, data might be specified from the message digest and a generation request of the time 
stump of data to make it secret was not completed in a time stump server at a time stump generate 
time. 

[0007] Moreover, in the above-mentioned fundamental concept, it had suggested that an addresser and 
recipient .information when the implementer of data and data are electronic messages were included in a 
demand message. For this reason, there was a problem that a data origination person, and the 
addresser/addressee of an electronic message will be known by the management person of a time 
stump server or a time stump server. 

[0008] When the purpose of this invention has the past, it is for the information which can be used as a 
proof to which computer data already exist and prove things to generate and use it, secrecy-izes the 
implementer / addresser / addressee of a message, and data further, and is to prevent leakage of the 
information by the 3rd person. For example, on the occasion of CALS or electronic banking, the 
registered mail function and authentication service which only leave the proof of transmission and 
reception of data, not only the code and authentication of a cut-form and an electronic message but 
data, or a message are set to one of the purposes of this invention. 
[0009] 

[Means for Solving the Problem] It is made for a parameter to be included in the identifier and addition 
target of an algorithm which used it for generating the message digest of data in a demand message, and 
was made to include a parameter in an identifier or an addition target for [ in the answerback message 
of a server ] a signature in this invention. 

[0010] Furthermore, the message digest of a code and a decode key also included the message digest of 
data or data in the demand message or the answerback message, the code of the decode key was 
carried out with the public key, and the code data and the public key of a result were included. 
[001 1] Moreover, the message digest of a code and a decode key is also a demand message and 
answerback message ****** about the identification information of the implementer of data, the 
addresser of an electronic message, or an addressee. 
[0012] 

[Embodiment of the Invention] Hereafter, the gestalt of 1 operation of this invention is explained to a 
detail using a drawing. 

[0013] Drawing 1 is drawing showing the whole this invention configuration. 

[0014] The time stump service system 140 consists of two or more clients 130 using the time stump 
server 1 10, a network 120, and a time stump server. The time stump server 110 is constituted by the 
public key certificate DB1 1 1, the digital signature treater 112, the message-processing machine 1 13, a 
clock 114, and the communications apparatus 115. 

[0015] To the demand message from a client 130, the time stump server 1 10 adds time information, and 
returns the answerback message which gave the digital signature. 

[0016] The public key certificate DB1 1 1 is a database which stores the information on the public key 
certificate represented by international standards X.509, and returns the answerback discarded [ the 
owner effect, an invalid, and ] to the certification letter voice inquiry from the message-processing 
machine 1 13. In the case of an invalid, the time and the reason which became an invalid can also be 
returned. 
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[0017] The signature generation machine 112 generates the digital signature of an answerback message 
to the request from the message-processing machine 1 13. It is common to generation of a digital 
signature to use the technique of a message digest which is in international standards X.509, and public 
key encryption. 

[0018] Although a message digest is the result of changing the digital data of arbitration length into the 
data of fixed length, there are following various troubles. 

[0019] It is difficult in computational complexity to discover different data with the same message digest, 
and it difficult to guess the original data from a message digest. Furthermore, it has the property in 
which it is difficult to constitute the data which become a certain message digest. 

[0020] Moreover, the public key encryption used here is a code in which the key used for a code differs 
from the key used for decode, and unless it does a code/decode of with a corresponding cryptographic 
key and a corresponding decode key, it cannot decode correctly. Moreover, a digital signature is 
combining these two techniques, and is inspecting the bona fides of the alteration detection [ of data ], 
and creation origin of data. 

[0021] The message-processing machine 1 13 is performed using other components for the analysis of a 
demand message and the generation of an answerback message which the client has led. The clock 1 14 
holds current time and returns current time to the demand from the message-processing machine 1 13. 
[0022] In addition, amendment of time of day is based on the clock of a time stump server in this 
invention, and each client is based on this time of day. The average of the time of day of all machines 
may be used. 

[0023] The communications apparatus 115 is processing the communication link of the message 
exchanged between the time stump server 1 10 and a client 130 through a network 120. A network 120 
connects a client 130 with the time stump server 1 10, and relays the demand message and answerback 
message which are exchanged. 

[0024] A client 130 transmits requested data including the message digest of data, and other information 
to the time stump server 1 10, and receives the answerback (message time stump certificate) which the 
digital signature attached. When a server receives a demand message, an answerback message is kept 
so that it can use later as a proof which shows that the data which became the origin of a message 
digest existed. 

[0025] Some of information which is mentioned to Table 1 is included in the demand message. 
[0026] 

Table 1] 
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[0027] Drawing 2 shows a demand message when a code is carried out also to the message digest of 
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data, and the attached information on data. 

[0028] Data 201 are the message digest of data, and the result of enciphering a parameter on the 
generation algorithm identifier and addition target of a message digest additionally. Data 202 are the 
message digest of the key which decodes an item 201. "DES-CBC" of an item 203 is the identifier of 
the algorithm which, used the message digest of data etc. for carrying out a code. The data of 204 are 
the parameter which used the message digest of data for carrying out a code. 

[0029] Drawing 3 is an example of the answerback message from a server to a client, and shows the 
answerback to the requested data of drawing 2 . 

[0030] "1 996071 31 42347" of an item 301 shows that the generation time of the digital signature 303 in 
an answerback message is "14:23 47 seconds on July 13, 1996." An item 302 is data for a signature. 
The data of an item 303 are the signature of the server to an item 301 and an item 302. 
"RSAEncryptionWithMD2" of an item 304 shows a signature generation algorithm. It is shown that 
"NULL" of an item 305 did not use a parameter for the signature generate time. 
[0031] Drawing 4 is an example of the demand message from a client to a server. 
[0032] An item 401 is the message digest of data. "MD5" of an item 402 is the identifier of the 
algorithm used when generating the message digest of data. "NULL" of an item 403 shows having not 
used a parameter, when generating the message digest of data. An item 404 to the item 408 shown 
below is an example of the additional information of data, and the effectiveness confirmed information of 
a public key certificate. 

[0033] "Editer" of an item 404 is the formal information on the document of data. "The patent detail of 
a time stump" of an item 405 is the document title of data. "** ** O ****" of an item 406 is the 
document preparation person name of data. "3459" of an item 407 is a serial number which is the 
information for identifying a public key certificate. "1 99606221 71 1 29" of an item 408 shows ****** 
whose time which carries out the effectiveness check of a public key certificate is "17:1 1 29 seconds 
on June 22, 1996." 

[0034] Especially drawing 5 shows the answerback message which included invalid information in the 
information on the effectiveness check of a public key certificate, and this case. 

[0035] It is shown that "19960713142345" of an item 501 received the demand message from a client at 
"14:23 45 seconds on July 13, 1996." The data for a signature of an item 502 were contained in the 
demand message, and are equivalent to drawing 4 in this case. An item 503 shows that the public key 
certificate is an invalid. 504 shows the reason which became an invalid. It is shown that the individual 
key corresponding to a public key suited the theft of 1 9960621 125634 [ "19960621125634" ] of an item 

505 at "12:56 34 seconds on June 21, 1996." "3459" of an item 506 is a serial number for identifying 
the public key certificate which became an invalid. An item 507 is the signature of the server to the item 

506 from an item 501. 

[0036] Hereafter, actuation of the time stump server 1 10 is explained to a detail according to drawing 6 . 
[0037] A communications apparatus 115 receives the demand message ( drawing 2 ) sent through a 
network 120 from the client 130, and passes it to the message-processing machine 130 (step 601). 
[0038] The message-processing machine 113 takes out the data 201, 202, 203, and 204 for a signature 
from a demand message, and follows the format of the information defined beforehand, or inspects how 
(step 602). The message-processing machine 1 13 accesses a clock 1 14, and obtains current time (step 
603). 

[0039] The message-processing machine 113 doubles time information with the data 201, 202, 203, 204, 
and 302 for a signature, and sends it to the signature treater 112 (step 604). The signature treater 1 12 
generates a digital signature from the data for a signature, and time information, and returns it to the 
message-processing machine 113 (step 605). 

[0040] The message-processing machine 1 1 3 constitutes an answerback message ( drawing 3 ) from the 
data 302 for a signature, time information 301, a digital signature 303, a signature algorithm 304, and a 
parameter 305, and passes it to a communications apparatus 115 (step 606). A communications 
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apparatus 115 sends an answerback message to a client 130 through a network 120 (step 607). 

[0041] Next the time stump service processing combined with public key certificate check service using 

drawing 7 is explained. 

[0042] A communications apparatus 1 15 receives the demand message sent through a network 120 from 
the client 130, and passes it to the message-processing machine 130 (step 701). The message- 
processing machine 1 13 accesses a clock 1 14, and obtains current time (step 702). 
[0043] The information for identifying the following public key certificates is included in a demand 
message [ other than the example of said drawing 4 ]. They are the owner of the identifier of published 
certificate authority Certification Authority, a serial number, a public key public key, and the individual 
key private key, and the time which checks effectiveness. 

[0044] By the demand message of drawing 4 t a serial number is contained in an item 407 and 
effectiveness check time is included in the item 408. The message-processing machine 1 13 takes out 
the above-mentioned information, and it inspects whether the format of the information defined 
beforehand is followed (step 703). 

[0045] The message-processing machine 113 asks the effectiveness of delivery and a certificate to the 
public key certificate DB1 1 1 for the identification information (item 407) of the above-mentioned public 
key certificate, and the time information (item 408) which checks effectiveness (step 704). 
[0046] The public key certificate DB111 is searched based on certificate identification information, the 
effectiveness of the public key certificate in the time information time which checks effectiveness is 
checked, and a result is returned to the message-processing machine 1 13 (step 705). It is [ of the 
owner effect, an invalid, and an invalid ] reasonable as a result of a check. 

[0047] The message-processing machine 113 doubles time information with the data 401, 402, 403, 404, 
405, 406, 407, 409, 408, and 502 for a signature, and a certificate effectiveness check result, and sends 
it to the signature treater 112 (step 706). 

[0048] The signature treater 1 1 2 generates a digital signature from the data for a signature, a certificate 
effectiveness check result, and time information, and returns it to the message-processing machine 1 13 
(step 707). The message-processing machine 1 13 constitutes the answerback message ( drawing 5 ) 
which consists of the invalid 503 of the data 502 for a signature, time information 501, and a certificate 
effectiveness check result, the reason 504 for an invalid, the invalid time 505, a certificate identification 
number 506, and a digital signature 507, and passes it to a communications apparatus 1 15 (step 708). A 
communications apparatus 115 sends an answerback message to a client 130 through a network 120 
(step 709). 

[0049] Next, the authentication service using an answerback message, i.e., a time stump certificate, is 
explained using drawing 8 . 

[0050] If the providers of service who prove / guarantee that reached with the time stump service 
provider which manages a time stump server especially, and document data existed in a certain time of 
day using the time stump certificate are a country and a municipal corporation, it will become possible 
to adopt as a proof of a trial in the future. 

[0051] A notary receives the key of decode from a certification candidate, when the code of the 
message digest of the data of a time stump certificate is carried out further, a time stump certificate, 
object data, and (step 801). 

[0052] The digital signature of a time stump certificate checks whether it is the right. When the public 

key certificate is being especially used as a signature, a signature is checked using the public key of a 

time stump server (step 802). When the code of the message digest of the data contained in a time 

stump certificate is carried out, it checks that the message digest of the received decode key and the 

message digest of the decode key in a time stump certificate are in agreement (step 803). 

[0053] When the code of the message digest of the data contained in a time stump certificate is carried 

out, it decodes using a decode key and the message digest of data is obtained (step 804). 

[0054] The message digest of the received data is calculated and it checks that it is in agreement with 
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the message digest of the data obtained from the time stump certificate. If in agreement, it will 
guarantee that the data concerned existed before the time of day contained in the Daim stamp 
certificate (step 805). 

[0055] The gestalt of operation of this invention at the time of using public key encryption using drawing 
9 and 10 is explained. 

[0056] An item 901 is data which become candidates for a signature, such as a document which carried 
out the code. A private key symmetry key code is usually used for a code. An item 902 carries out the 
code of the key which decodes the data of an item 901. Public key encryption is used for a code. An 
item 903 is the public key used for the code of an item 902. An item 904 is the identifier of the algorithm 
of public key encryption. An item 905 is the identifier of the algorithm which carried out the code of the 
data of an item 901. The answerback message of the time stump server of the demand message of 
drawing 9 is indicated by drawing 3 t and since it is the same as that of drawing 6 , processing is omitted. 
The data 302 for a signature of an answerback message correspond to a demand message ( drawing 9 
R> 9). 

[0057] Next, the authentication service at the time of using a public key using drawing 10 is explained. 
[0058] A nptary receives the individual key corresponding to a time stump certificate, i.e., answerback 
message drawing 3 and the public key to a demand message of drawing 9 , from a certification candidate 
(step 1001). 

[0059] Next, the digital signature of a time stump certificate checks whether it is the right (step 1002). 
The approach of a check is the same as that of the above-mentioned step 802. Next, it checks whether 
the individual key thought to be the public key contained in a time stump certificate corresponds (step 
1003). The public key is the same as the item 903 of the demand message of drawing 9 corresponding to 
the item 302 of a time stump ( drawing 3 ), i.e., an answerback message. 

[0060] A data decode key is obtained by decoding the decode key (it being the same as 902 of the 
demand message of drawing 9 ) which carried out the code using the individual key. The algorithm used 
for decode is a public-key-encryption algorithm corresponding to the identifier which hits 904. (Code 
data and an item 901) are decoded with the obtained decode key, and the data for a signature are 
obtained (step 1005). The algorithm used for decode is an algorithm corresponding to the identifier 
which suited the demand message 905. 

[0061] It can prove that data existed by this before the time of day contained in a time stump 

certificate. 

[0062] 

[Effect of the Invention] the identifier of the algorithm used when creating a message digest from the 
data which need the proof of existence as mentioned above at this invention — additional — a 
parameter — demand message ****** — making it like, the time stump server is carrying out the digital 
signature based on such information. For this reason, it is turned out using what kind of algorithm to 
have generated the message digest, and how since it is contained in the answerback message which is 
proof, proof should be verified. Moreover, with the approach which actually generated the message 
digest of data, since it can prevent creating a message digest by the option at the time of verification, 
perjury can be prevented. 

[0063] Moreover, it becomes possible to request a server also to data to make it secret at a time stump 
server at a time stump generate time by using as the data for a signature the message digest of the 
data which carried out the code instead of the message digest of data. Moreover, also when the code of 
the data is carried out as another means and the code of the decode key is carried out with a public key 
including the message digest of a decode key, the same effectiveness can obtain. 
[0064] Moreover, since the code of the identification information of the implementer of data, the 
addresser of an electronic message, or an addressee is carried out and it was made to include a demand 
message and an answerback message, it becomes possible to get the signature of a time stump server 
to the additional information of data including a data origination person, or the addresser and addressee 
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of an electronic message, without being known by the management person of a time stump server or a 
time stump server. 



[Translation done.] 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] They are the whole time stump service configuration and the internal configuration Fig. of a 
time stump server. 

[Drawing 2] It is a demand message block diagram containing a message digest. 

[Drawing 3] It is an answerback message block diagram to the demand message of drawing 2 . 

[Drawing 4] It is a demand message block diagram containing the message digest which carried out the 

code. 

[Drawing 5] It is an answerback message block diagram to the demand message of drawing 4 . 
[Drawing 6] It is the flow chart which shows basic actuation of a time stump server. 

[Drawing 7] It is the flow chart which shows actuation of the time stump server at the time of combining 
with effectiveness check service of a public key certificate. 

[Drawing 8] It is the flow chart which shows actuation of the testifier notary who checks existence of 
the data using a time stump certificate. 

[Drawing 9] It is a demand message block diagram at the time of using a public key by claim 1. 
[Drawing 10] It is the flow chart which shows actuation of the testifier notary who checks existence of 
the data at the time of using a public key by claim 1. 
[Description of Notations] 

110 — A time stump server, 111 — The public key certificate DB, 112 — Digital signature treater, 113 

— Demand / answerback message-processing machine, 114 — A clock, 115 — Communications 
apparatus, 120 — A network, 130 — A client, 140 — Time stump service system, 201 — The message 
digest of the data for a time stump, and the result of having carried out the code of an algorithm and the 
parameter additionally, The message digest of the key which decodes 202 — 201, the identifier of the 
algorithm used for the code of 203 — 201, The parameter, 301 which were used for the code of 204 — 201 

— Generation time of a digital signature, 302 — The data for certification, 303 — The signature of a 
server, 304 — Signature generation algorithm identifier, 305 — A signature generation parameter, 401 - 

— The message digest of the data for a time stump, 402 — A message digest algorithm identifier, 403 — 
Message digest parameter, 404 — The format of the document for a time stump, 405 — The title of the 
document for a time stump, 406 — The implementer of the document for a time stump, 407 — The 
identifier of a public key certificate which performs an effectiveness check, 408 — The time, 501 which 
perform the effectiveness check of a public key certificate — Demand message reception time, 502 — 
The data for a signature, 503 — A public key certificate effectiveness check result, 504 — The reason 
for a public key certificate invalid, 505 [ — Code data, 902 / — The decode key, 903 which carried out 
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the code / — A public key, 904 / — A public-key-encryption algorithm identifier, 905 / — Code data 
cryptographic algorithm identifier. ] — Public key certificate invalid time, 506 — A public key certificate 
serial number, 507 — The signature of a server, 901 

[Translation done.] 
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1 

w<f±, x-y"©;* yfe-v?yVi^x hSr^jfti- 5© 

%m#* yfe — v'iil^ yfe— i^fWf^ v^/vS* 
©*j-*x ^7-rT>h^5g{f-r5^iSr^ • 
©t-f--5^-r AXy-i^t/l?— /^v-X^A,, io 
[«*^2J tS^^iE^©*^ A*y Vy-y--/<v" 
X7 i A^;:io^■T^• i ^- . ' r. • ■■• . v-' *ir ■ 

~*ht.- ■ 

? yfe-v^yV v^X h*±&t , &<D\Z.fcm L±T^=f 

' ;Bf •§• Sr^-^i" 5 Si© ^ y - v'yV ^^bt. Si© ^ 2° 
yfe-^y-f v^x h£riSfc«0H LfeT'/i'^DXAOi 

7>-y£, l*»fc«fllLfcT/i'=*yXA©lWiiJ*£, 

^«-§-T2.Si©^ yfe-i??V v^x yfe 
-v>y ^ v^x hfeStcttffl LfcTA-rfy XAOHttU^- 

■ l»-§-»st6^Ufe-T-/k.^..y.,X,A©S«S!J^v- »£-§-. ..... 

t-ftfflbfc/<7^-^©V^n^— o^t, t>L<fi-?r. 30 

y XA©iks'ij¥'a:'r''if#»c^ffl Lfcy<7> — * ©v vAh,- 
^■r-y-©^<5;h.d\ b< fiffi^-g-fcHt&ig^.?' yfe— 

u-ca&frfa £ t^mt-fz*^ Axy v^i*— 

Wf#tbTi!'7'f7>hd^©S*^ yfe-v'SrS 



[»*3S4] if#«l ;£;fctt2|Eii©y^Axy Vy 
t-^y^f^tJS^t, -. .;■ • . 

^7-f7y hri»£>©J?#;>< y-fe— ^©tf>tc:^ yfe— v?y 
i?** h©5Gi*ofc7*-*©ttJRflMiU WJRfll*© 
^ K Bt^bLfc#S1f^©^^ 

*>—• 0*», t>L< fi^rtt^tl;©m^^-&t, 
#1"5S^^ y^-^yVv^X Kir, St©^yfe-v ? 

yv v? = x h £j&Rittfl! l £ t ^ y x a ©fssij^- i . 

i^hi, Hf-g-Sr^-i-rSSi©^ yt-^^^s^ h 

y XA©MUiJ^-t v ii©^ yir-^y*-f b^fc 
Lfcy«9* t » Bt€-(c^ffl LfcT/w^y XA© 

^ yfe— ^^©^^ Ut. it« 

^ yfe-v?(c:^i6T^{fi-Sr tSr1«R4:i-<5.*W A^. 

^/w*45**tf^lW<teW»©W«ittflfcB«rfT 5 r. b * 

&wt.b-tz> >-^-y— ^i^Tv^o - v v 
m^e] «*3Si~-5is^©^-ftb^©^^A^ 

^ yfe— v?ijl^^.yfe— v 5 ©^?) t «5 7 n.'y t°— f 
flH*«r*iJfli-LT*'9 t t)-r5rt Sr#i®t-r^i?-YA^ 

^vcz-y— 7=- a„ .. 

^V.y-y-.— ><->^7 1 Ate:fe^T, i': . 

#A*BS:ttlE-t-S''r.i-T»,. S*-^ yfe-v't©^ yfe 
-i^'-r v>^x h©7ct ^•/<eofc7'-^^3l^P t yfe-v? 

t Sr#»it5 *'-f AX VT'-y— **s*f- A„ 
[ft^3S8] if*:^l~7lB«©v>i*^©^-(' AX 
y >-7*-y— v-^ x A \zjs % . 

yfe— v=©,-r v=^^S*.t LT^M«lPt-§-t> L 
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[0 0 0 1 ].. ... , 

yir-v 5 ; X^&if©^^ ^—p^fi*. hZB&f 
[00 0-2] :i ■ 

V&%t<n&M\ 9-i^9 fc'*©.S#®&i: b 

■T, • ,. . ■ ■ ; ■ • 

ISO/IEC DIS 10181-4. 2 Information technology — Op; 
en- Systemslnterconnection Security frameworks i • 
n Open Systems —"Part 4: . Non-repudiation^ fc5„ 

[0 00 3] iroS^^iC^^^TCVV^^jA^^V 

[ooo4] ; .... , ^ ... ., ; ■ ". .. 
fli*-^^©^)©^ tHi^fiWt*; e©' 

fc«>, ^^©SEai-efc-*^^ y-fe— ^Sr&BEl" 
if© J: 5 lc b^y^^^^i'A'Vl^l^ 

[0 005] dfc, **pt y -fc— -^y-f v 5 ^* V 

^5E b&ji»o /tfl- 9 & fc 5 B#£ tf#ffi b T t «BEi- 
[000 6] * y^—W-i v?^;* h'i»6>-r— > 

A** V7*-y— vqc^ci LTija^fci^x— 9<D9 
4 ^9^zf\<D^MWi^^^t^% a . ■■ 

[000. 7,] .±|ES*«*'«f±f*s- ^:©^# J ? 5 

V s - 9 frmrf-* y -t — i/x-h >> td&&<r>m% *^Sff # 

r. ©fcft, 9A^^9,y^-9— -4 J**9 

^^©ji^ieix-^^^S^^ y-te-v 5 ©!^! #/ 

[0 0 0 8] ^P^©g^(4,.ii*c0fe?)B*^-e= I > / t 0 
i5"r— ^fEK^ftb-Ort SrSEU-t^iiES&i: LT 

ffl^srt *«©&#*» £ tmB-ti - t fe 
* frftfef b u SI 3 *k: «t 3 <* - k fc 

y-t— i?©«fc* •j8iE«ttt?.*< > y*- 

[0 0 0:9]} • ; 



y-tr- ^. b Sr^i" 5 ©tcffiffl LfcTVV^ y 

ic-^ipj: 5 i- b, :y-.-^©31^:^;y-fe-v : ^©l-*^ 
KttSU-T-'H+JPttk^^y -.^ J: 5 1 bfc 

[0 0 1,0] •r— ^*7t-f4-r— ^©> v y"fe— 

t>5*> yir- ^.-^E«F^ y*-.i?.^.»,-:.«*«tSr^ 
Wttl-eBS*b-CiBf*0?l=§r5:— ^ t^MjBSr^ftfc. , 

1,0 0 1.1,1 ^-.^ ©^#,: ®jfr> y-fe-v?© 

■ [•0 0 1-2] , . r ■ :._ ; . .; n : I 

J] Q 0.11.4.] .'.^ 4.^^ t'^V^^A 14 0 

^lili. $ A 1 10, -^y — ^ 1 2 

F*i ^o^%-^|^fi*.' ^^A^^yyt-^i l o 
tf^H«BH3Jtbfi:i»l 1. x-f i?^A««tea»l l- 
2, ^ yir-^S^l 1 3, NrfU 14, 1 

too l*5^|'^.^^f--/<l 10tt, 77^f7 
V h 1 3 0 75>V©i[*> n-^ll^-Lt, ^fllf«Sr 
^JP b, Vw^^A^i SrJS bfcS«f^ yfe-5?SrS . 

[0 0 1 6] ^IS«ltoB^»DB 1 1 1 f±, lilipX. 

£©3g#Sr3gi-. «#©®'&ttx *sabJw4ofcB«P, 9 
**iSi-- t^-Ct So .... 
[ 0 O.i 7] ^^j^lf-l^tt^'y.-fe— 1 

X. 5 0 9\z.hZ>£ 0t£* yir-i^yVv^* b b'Affl 

. m^<r>&M*m ^ -a «? w ^ 5.: 

. [ 0 O'l 8>] ^y-fe.-v 5 ^- v 5 .^^ h t fir«ft»x 

■[0 0 19] l^b^ yfe-v 5 ^ v 1 ^^ 
x-^Srabttl-^©(4f+»*;«J{-lllil.T-fc!?:, ^ 

ft-T?fo5 6 y-fe-T"^-<-^*^.hK:4* 
^-^ Srfl^f *©»*?*"<?■*>* £ v> 5 ^WSrifoT^ 
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[0 0 2 1 ] ^ Vt-VMSl "1 3 J4, $ "7 K 
{t!ib*^S*$rflJffiL^^fetf 5o B*fH 14 

[0 0 2'2] &\ *38MfcfeVvTt4«p«|0"MiEtt^>f : 

[0 0 2 3] iifSS 1 1 5 (4, * y — ?'l) 2 0 
IT, &kt 7^-T^Y 1 3 



0 t 9 5*>f7V F -l : 3 0 SrtfsBfU ^9 i'9 
[0 0 2-4] >?V7y M 3 Ottv "f— 9 (O^ $/ir— 

^ -Litmus * sHr— ^^V^x.hOTct ftjofc-r- 

< [0 0 2 51 s/^-— i?fcttv *1 fc*rf«J: 5* 

[0 0 2 6 ] • • - ; - 

[311] ■ • \ 



(7)£f(pflF#BBt 



[0 0 2 7] m 2 (4, *f^m* yt-^ v^'* 
K ^WtOttMffBtt^ sx-fe 

[0 0 2 8] t"— ^ 2 0 lf4, 9 <D *J#<< 

=f y X A«»J^tH'»WK^^9 > - ^SrWf^t'-bfcSft* 

'"t?&5o 5*—* 2 6;2i4, 3g : a 2 o fi'Sra^stio^ 

yir^^V ht?fc5c ^§ 2 0 3 : C0 TDES-CB 

Cj f4, ^-^CO;* i/ir-v^ v^* Miii£fJ£-§-1-£ 
<0^{£ffi bfcT^^y XA(7)MffH^o 2 0 4 <Df*" 

[0 0 2 9] |2 3f41f— TV h^Oog^^ 

Sr^bTV^So 

[ 0 0 3 0 ] JS@30 1 CO r 1 9 9 6 0 ? 1-31 423 
4 7. j (4. i&g^ v^^O^^.^/vS* 3 6 3 to 

ri'9 96^7^1301'4 0^2355'47 



#J r. ir-Sr^-To 3 0 2 ttS^&^fe'r-^ "C 

fc^i '*#3 0 3^— ^f4. Jg@ 3 0 1 tmB 3 0 2 
iC*f-r^i^^^(OS^Tfc^o f@ 3 0 4fc TRSAEncry 
ptionWithifl) 2 J f4 v M%±tftTA'=? ]) XASf^^ 3j 
■g^O'S'^ T.NULLJ f4, S*^^rK^7^— ^Srffiffi 

[0 0 3 1 ] '.[g 414, ^^©51* 

[00 3 2] «g 4 0 1 \Vf—$<D* 
XH?*So 35&4:0 2WTMD 5 J (4, t"— #<D* y 

AO'tt'g'R^fcSo 4 0 3 CO TNULLj *4; -7=-^ CO 

ffl.b**>-o'fc^t's?*i-o 4 o'4*»b«a 

4 0 8 f±^*©faj^^ 

[0 0 3 3] 514040 TEditerj 'f4 s 7*—># <DXW 

<DB$:^mxhZ>! ^@ 4 0 5 <d &* &*>"?<r>m 
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|40 7^r3 4.5.9J fis ^BBttSEMSSrftftg'J-t-Sfc 
fcOtt*^fc5.v<yT^#^fc5o :^i4 0,8<9 ri- 
9 9 6/0 6 2 2,1 7 1.1 2 9 J .tt v ^MiSfEW 
tt5tBSri-5.0«P*V-ri 9,9 6f 6^ 2 2. 01 7^11 
#2>9#j -CfcvS.w-tSrSr^i-o- ...... 

[ 0:0. 3 4 ] H 5 «^§MilE.W»^ 3 fiFatt»B«>fll«, 

-To m ■ ■ . - ; . ^ - ■■■■■ 

[00 3 5] 35^5-0 1 <D. r 1, 9 ,9. ,6 0 7 1 3.1 4 2 3 
4 5j fi, • ri-9-9 6^7^ 1 3 0 1 4^2 3 ; ^4 5 

Sr^-To 5 0 4feM®\Zt£+2.1tm&&7Fjr 0 ':l%B 5 0 5: 

r 1 9 9 6;0;6 2-l 1 2 5 6.-3 4 J 
*4&A«*S- r l 9 9 6^6^-2 10 1 2 5 -6 .#3 4 
#J (C^tCfcofcr t ^^t*o *S. 5 0 60 T3 4 5 
9 j 14 , ■■ *Bft fc ^oifc^BMtE.W » ^rf^S'Ji: 3 «> <B >" 
■ y •T7Vr#-g-C*.^ i5S;5-0 7,»3SS-5 0 l^b^i 5 

[ 0 0 3 6 ] -£t\To«6 K : tfe#.oT 94&X9 . 
-miO^.E^ 
[0 0 3 7] -iiffrBl l.-5:f4, ^7^7^1.1 3 0^b 

*s/ 1 2 osriitT2|?>nt:#yt5!*> s^— 

v\ (0 2) yir— -^ftlipSl-.^ OfcSE-T 

10 0 3 8] * y.ir-^&gl l-3tt, g** s/"fe— 
• ^HiMtT^mir 2 0'2--2 0 3 -2 0 4 

fcffioTU>l5*>^5£&^5 (^7^^6 0 2) 0 ^ 
yir— i?«LS*ii;l'3f±v l 4fcT^ir;*U 91 

ftW«J*r#5 (^Xiy^.6 0.3) c 
[0039] X s/:-fe— v%3S3§ l 1 .3 tt, .***f*-r^ 
9201, 2 0 2. 2 0 3s .2 0 4 N .3 0 ;2;fc NfSJW « 
Sr^-t^T, -»£teffi»l 1-2.K3S5: (^7?y^6 0 
4) o 12tt, m%9$&7*~-9 t&fMi1im 

frh^i?9^&*£j£l>\ -*<*1r-S#tt3ffi»l 1 3 
ic-igi" (^77^6 05)v. 
[0040]^ ^-fe-^»a« 1 1 3 tt % 

A 3 0 2 . NPSlJif $6 301; .^.^^A/VS^g 03, S* 
,*T^^-y 3 0 4, ^7/-* 3 O^.^gf^ * 
ir-v? (H.3)-ft«j«U-aifS#l:.l-5fcart; (^fy 

ry M 3 01^5/ hy-^ 1 2>p^LtI5 

- ^<6<V7) 0 ' ;- f ~- 

to?); 4 87 £«v >T-C^|i^^ip^- 



8 

i-5 0 • ., • - 

[0 0 4 2] ilffSl 1 5 fit. h 1 3 0j&>fe> 

* y V V — 9 1.2.0 Sr.iiCTiSfetbX^fcg?*^ yir— 

v^Situ ^jyt-^itoasii a onst. ^T 1 ^ 

7 0 1)0^ s/-fe-^ftia« 1 .1 3 B\ P*ftl 1 4 K>T 

U .!»eE«!«l'S:»S' (*7^:/7 0-.2-) e 

[0043] sz-t— ^-fctt, firiBia-4<DM^tef- 

* in 3 o ^ tT fcfBSEJIlCer t i f i cat ion . Author i ty 
OfSglJ^, V II TA'S-Sv ^Mttpublic. key*5«fc t5fl§B'J 
Siprivate key<DgfpfiT*\ *5 i V*"»ttSr*Bi"5 B «F 

[0 0 44] 04 .^ir— i/Xfiv 9l40 7t 

u . *> e> * * j> »-3? * ^ ^ tt « © 7*-?^>tftot 

^5.*^5d»Sri*aEi-5 (7.7^7 0 3) e . 
[0 04 5] ^ r/-fe-«*&a« 1 1 3 tt, &BIME^» 
. DB 1 1 1 tr±|E^H!«BEM»<0.!(igiJ««l- (914 0 
7.-) i:#S«ittSr«B-t-5H«M*» (*i 4 0 ,8) Sr« 
0\ BE«»©^T«lttSrBV^fc!*S (^7T^^7 0 

4) o-- - •• : • • ' . . 

. [o 04 6 ] ^mmmMmnB^ i i i n^mm-mm^ 

113[:lt ^77,7 P 7 0'5), o ^f&CDSgjPri IT* 

[0 04 7] ^ir-rT^a* 11;3 tt\ SAkft-r — 

^>*.4.v0^ v:4 0h2^A a?35, ■ 4:.0.4:, ^4 .0-5^,-^ P . .6^ 
4.0.7/4 0 9,.4-Q.8*3i]C^.5 0,2-, IEeg**Sbttm 

[004 8 ] m&&mm 1 1 2.« : , s^*f*-r-A in 

^L, ^ : ^ir-^a^l 1-3,^^ {*^y~7l 0 

7) . 0 ^-/ir-^a^l 1 3 ft, f*Mftf-^ 5 0 

2, ^MffS Ol. -fiE?q*^tt^^*0^5 0 

3, «ljaafr5.0 4^ : ^0B#5 0;5 % ■JISI3»«9J#-g- 
5 0 6 tr^f y^^S* 5 0 7 3i^*55g«p«.-.s/-fe---i> 

(0 5.) :Sr«^L; ii««l- 1 5\\zm% {*7ty77 0 

8) o HIS1 1 5*4, j/ir-S? 
13 0(^7 yy — 9 1 2 0 Sr^LT^^i 

.0.9) . 0 :.; . . ■ , . 4''-, . - ± - 
[0-0 4 9] .^ctC, 0 8 ,SrfflV>T-ig«r^ yir-v 1 ,' "t"3fe 

9 4 a ^ ^ >-?mmm*m \ ^a^- tr-^ stkm 
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9 

[oo 5 i ] Amxte. wmtit&&t>*t>94 £*9 

fcMS-5§-©SI££tt&5' (^^5/7-8 0 1) . 

[ 0 0 5 ; 2 ] ^'-1'X^^>'7'!iEBJfi : <D'r-1• v 5 ^-^*^ 
H«^4fe^T»& ! '«r»tt*'*' (77^8 02) 0 94 w 

y/8 0-3) 

[00 5 3] y^^^/SEW*^**!,*^— 

5 (^s'7°8 0 4) : ' ' 

[ 0 0' 5 4 ] gtt©ofcT r -? y'V-v^-t' v^* 
. h SrtHI U >' V ^ * * VTTEM'**'* WtT* — ^ 

roO'5 5] 0 9*5j;tfl 0 5rffl^T^H#iBf-§-^o 

• ' [ Of- 0 5 6] f g- 9 0 1 ttrtF.* b fcS^Wt'if** *t*fc 

fflVV^i 9I-9 0 2(i> f 1-9 01'Of-H«f t5 so 

So 9 0 3 fi, Jjg 9 0 2'(7)Bt-§-Jwffil^fc4^IB«i-C" 

$>5." JS'B"9 0 4«^IHi^Bf^-WT/V'-=f y-X^OfftgiJT- 
; Tfo5b 9 g 9-0 5 ft, ' m g- 9- 0 1 <D*f'—9 bfc. 

T/W^f y x^ci^sij^Tifc a; bi 9 cds*> y-t— v=© 

9) ic^-r-So : • - ^ ■ - - : 

[o* o 5'7'i wi o ^^^K^mm^m^^tcm-B- /*>. 

[0 0 5 8] ituxummm&fr &9 4 v**9 is-rm. 

^1 0 0 1) o ' ' 
[ 0 0 5 9 ] 94 1**9 ^Um%<n>7 ! ^ itfifl' 

-■■2-y * m&(D jT&l*, nt-M<D*7--y-7 r 8 0 -2=t WUfcXh 



■^10 0 3) ■„ 'ittM»±»-f i-**a^3g 

■*/yfe— i?' (03) ©Jgg 3 0'2\£*tteTZVi9<D& 

[o- 0-6,0] avm^ox'^r^ittn^m (H9os 

y-e- v 5 © 902^ rat) srm-§-rs-c tt-f-^ 

m-^gmtktvS'o ,«-§-^M5T>=^y 9 0 4 

5 ■ ' n '& ntc&tmx- ■ 0* ^ « g 9 0' 1 1 ) 

fUi«St«f-^5:f5''-^r^lb0 5) . *■§■ 
t-^65 7/i'= f y X^fi. S*^ y-fe— -^9 0 5{cfeofc 

[00 61] ; 9 4'J**9 >ymw9\z.-£$. 

5„ ' : ' - ■ 
[0 0 6 2] ; • 

utem ufrT^*v xj*comifr^mm\cs<7* -9 

£g*;* s/ir- -^fcS i 9 4 J* *9 

'<\i^LHh<D\M ^^^XCrf-l i/9>V%&$; bT^5o - 

v^i^ h^^b7b^'t »±)SiJ©^fe^iE«Fic:^ y-ir 
~V94\?~* HS:^i-'-5r"t'ji5BStf5-©-tS, -^SESr 

[0 O B Sl'Ifc.'f-^O i?^W v 5 31^. h» 

^M^^-^^'-f-S £ i if." ^ 4-^9 i/7kj&mz.t± 

©#«i bT^-^^Pff^bTm^i©^ y-*—V94 
••^'ai* h«r#*-, «-f-#^MSi-T:*Bf-g-bfc^t>ID#© 

[ 0 0 6 4 ] ' 7^— *©f&£#! m^F-^ -y-fe— v 5 © 

3B^^ s> -fe^^ •«£ 5 {c UfcOT*. ^ A ^ >- 

[HBffo«*JScBlW] ■ ■ • • 

[01] -i? 4'J^^9 >7"-y-'- 1*^ (D'^ft:^, *5 ± t/^ 

[02] > s/ir-v 1 ^ HSr^tfS*^ •yfe-v' 

[0 3] sz-t-^ii^S^^-yir-v 5 
. «j*H-C'fc-5. . •■ ; • • 

[BI4] Bt#bfc^ y*-*J?4*j^* .H*^tf»*> 



4# ffl ¥-1 0-1 05057 



(7) 



11 



[0 5], E14C0S*^ s/ir — yiz— v 5 
«/&0Trfc5o 

[0 7] .^M^fep^«o^'tt5tISf-- tr* 

[0 8] -9-4 ^^9 ^Um^M.^tc^—9(D^^' \ 

:;v; ; " - 

1 1 0--^^^^.V'7 B 1J-— 1 1-1— ^M^tSEW* 

sA-fe^kji^ i i "i" i 

1 2 O-^-y 1 3 0 - £ 7^f*X>: >_v. .j 4.0." . . 



12 

|I7;V^U XAt^7.^— .^SrBt-g-bfcig*. 2 0 2- 
201*rtt*-*-5ll©^ j/Hr— v^-f S**X K 2 0 3-2 
01©Bff-§-fcHfcfli LfcT/^ ; y XA©«giJ^-, 2 0 4 -20 
lWlf^fcteffi'Lfc^ 3 0 1 -■ 7? ^ v^^s 

<rf&&a*i x \3 o 2 -ymmMY—* * '3 ; 6 3 --y— 

3 0 4--***J«T/W'=f ! y Xi»ta^ 3 0 
5 »«JiaMWfc/<?*»-4\ 4 0 1 >7M& 

*f—$<D* y^—i^AP^^}:- A P 2.;- •> yfc— v 5 

hr/v=fyXAWts«J^-.4 o 3;- ! ^ y-t-v 1 
^-r^x k^7>-?,;' 4"0"4-"^-r ^.x v ^>-y*t-* 

/K |4 0 A^^>7°^!S!:»<D^ ! #, 4 0 7 

^MSMttW^'IKJ'J^ 4 0 8-^ 
WiI01*©#8M4?*BSr?T 5- B*k...5.ojl-g#;* s/ 
■ ir BP*, 5 0 2 - *L 5 0 3— & 

Mm, 5 0 5 — &MttGEHH£3b 0 B*, 5 0 6-^MIi 
mm^>VT^W. 5 0 9 0 1- 

B£-5§"r-*, 9 0 ■2-lgH§-U/£.&#«. 9 0 3-M 



, 9 0 4-"^MIMF»TA'=*y XAMUBU^ 



9 0 5- 



[mu .... 



tr~/\ 110 



^140 



titt 



c 



120 



1 30\ 



201^ 
202^- 
203- 
204- 



.. 501< 
fi02f * 

604I-' 

| 

605- " 



[02] 



[03]' 

m 3 



9F4BEE42. . . 



2F49IABF3- ^. 



DESOBC 



39DE94F1. 



301^ 
-302-^ 
303^ * 
304- 



305— 



10960713142347 



_": \ * ■ » . 



.248A9F03. 



RSAEncryption WShMD2 



NULL " 



IH'5.-]- 



19960713142345 



1996062112S634 
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(8) 
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l»(f S©T% flWESrBSCii/JS-CtS.. 
[0 0 6 1 ] £fc, 7 t —^<D^ yir-^^Vv^Xh© 

io *9v?1r— ;<izfcffij-Z Z. t^pIffet^So S'J 
©#St LTf*— ^*rjaEaikb"C«>Wt©->« yir-v'y' 

[0 0 6 2] f*— ^©fT=fifc*» 1W yt-^ 

««*^W#©«tt'J«*S:J!Safl: tTS*>« 'yir-^ 

^^f— /^fx /^©31##^*n bns 

*<-■?*- ^riMT^l^-^ yfe-5?©««# • sm 

20 ^ ^>5 - t tf*jm h -4 So' ' ■ 

IHii©'1Bi|i*K«] 

[mi] A^^y^t- fc*^©^*^ *5J;^ 
AX^T'f— ^©^^«^|21t?feSo ■"' 
[EI 2] ^ y-fe— S?** H 5r-&tfJB*p« yir-v 5 

[E13] H'2©S*> y-fe— yfcJti-53S«F^-.yfe— 

^®t?feSo • • ' 

[04 ] Mgih-Cfc^ y-fe- Sr-SrtfB* 

so [g]5] 14©S*> yfe-^fc«i-5S«Fp« yfe-i^ 

' [H6l -^-f ^'X^v^*— ^©**»^3%i-7o — 
^■•ir- h-CfcSo. 
[07] ^H«BEM»©*«btt*B1>— 

*fc^©^-Y A^i? ^^-/^©Rif^Sr^-t-7 a— ^ 
.-\r-h-CfeSo 

■ [@8] >7mwmzmt^tcr-'?'<£>fc&%: 

io- [0 9] «*33ll-C^H!«*:tto>t»fr©5l#^ ytr- 
i*tft#;0T-fcSo ' 

[010] W^JSl Tfi2tH!l*Srfe<»t»fr©f*— ^©# 

«ES:5IIS-rSaEB^^IiEA©»)f^Sr^i-7 n— h 
-CfcSo • . ' . . 

[«Ff-©TftpB] 

1 1 0-^-f A^-^VT-f— l.l 1 •••<2iP«ifEBJ# 
DB, 1 1 2"-f-fi?^/Vf*:i!!.lS, : -M 3-S* : 5g 

1 2 0"4'/h7-^,..l 3 0'-^7^7y'K 140 
so •• A^^VT"-^— t*^->^^A, 2 0 1- ^'CA^ 
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}CT^=>*y XAi/<7^- LfcSfefH, 2 0 2 -- 
20lSr«^-f-5«iO7 { yt— v f *V v 5 ^* K 2 0 3-2 
01©«H3-fcttffl LfcTA-^ ]/ XAOttffliJ^-, 2 0 4 -20 
l(OS|tl^ Lfc^7^-^, 3 0 l.—r -Y s^/v* 
*©*J*BB*, 3 0 2-E?U#*"? f — 3 0 3-t- 
^OS45, 3 0 4-**4^TA'='y XAIRSIJ^. 3 0 

7z—9<D* •y-t — i/yj 40 2-^ -ylz — i? 

^-^7 hT^=f y XAflMU^F-, 4 0 3--^ 
^v?i^ 4 0 4 -^'f^^^ V7°>Et* 

/K 4 0 6---#'{J*X#i'-7*&#X9<Dftti&t+ 40 7 
•••*3!)tt?ftl&£fi ; S^MIMHBWOMUJU^ 4 0 -8 
M#*IMI3#©#»tt«MB**T 5B», 5 0 1 -mX? 1 y 
ir-v^ttBB^ 5 0 2-1*^-^, 5 0 3-4* 
MgtlIW«*$14?II&*S*. 5 0 4-4M!MBBEM»*«l 
a*. 5 0 5-"<&MfltiDE9§*£&Bi$> 5 0 6-^Si 
f5EBJ#v-y X/U#-§\ 5 0 7 9 0 1- 

Bf-§-r-^, 9 0 2-Bff#Ufc(K-Mt; 9 0 3-&H 

m. 9 o 4-^wsiHt-i-T/w^y XAfasu^-, 905- 
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